O0ocHOBaHME HEBO3MOKHOCTH COOJIIOIEHHS
OrpaHHYeHHsI HA JOIMYCK MPOrPaMMHOro odecrevdeHHs, IPOHCXOAsIIEro
W3 HHOCTPAHHBIX IrOCyJapCTB

B cootBercTBUHU ¢ TpeGoBaHusMHu JlupekTuBbl mpaButenscTBa oT 11.07.2016 Ned972n-1113
000 «YK «POCHAHO» npencTaBiiseT 000CHOBaHHE HEBO3MOXKHOCTH COOJIIOZICHUSI OTPaHUYECHUS
Ha JIOMYCK MPOrPaMMHOT0 00€CTIeueH s, IPOUCXO/ISAIIET0 U3 HHOCTPAHHBIX FOCYAapCTB:

ITpouexypa 3akynku: oTKpbITHIH 3anpoc npemanoxeruit (Ha OTII PTC-Tennep Ne2032797,
B EMC Ne 32110173894)

Ieas 3axkynkm: [loctaBka cnenuanusupoBanHoro 10 (unensuit) u cepTudHUKaToB Ha
TEXHUYECKYIO IIOMIEPXKKY JUIS MPOrpaMMHO-AMMapaTHBIX KOMILIEKCOB CHCTEM 00€CIeUYeHHs
UHGPOPMAIMOHHOM 6€301MacCHOCTH OpraHU3aluH.

Kaace  (xiaccel)  mporpammHoro  obecmedenms:  «CpeactBa — obecredeHus
uHpopmanmoHHON  OezomacHoctH»  Knaccmdukaropa  mporpamMm sl SJIEKTPOHHBIX
BBIYMCITUTEIbHBIX MaIldH ¥ 0a3 JaHHBIX, YTBEP)KAEHHOTO IpHKa3oM MHHHCTEPCTBA CBS3U U
MAacCoBbIX KoMMyHHKarmii Poccuiickoit @enepanmu ot 31.12.2015 Ne 621 «O6 yTBepxkIaeHHH
Ki1accuuKaTopa mporpamMm Jis 3JEKTPOHHBIX BEIYHCIUTENFHBIX MAIIUH U 0a3 JaHHBIX).

TpeooBanuss K  (QYHKIHOHAJbHBIM, TEXHHYECKHM H  JKCILNIyaTAlHOHHBLIM
XapaKTEePHCTHKAM O00beKTa 3aKyNKH, He00XOOUMBIM /ISl OCYIIECTBJIEHHS YNPaBJIEHHS
HecTpykTypupoBaHHbiMH JaHHBIMH (ITIO Varonis DatAdvantage, DatAlert):

e B pamkax ojHOro mporpaMMHOro uHTepdeiica u equHoM 6a3pl moanepkuBatoTca: Windows,
NAS, SharePoint, Exchange, Active Directory;

e Enunas miardopma, BKIIrouaromas B ce0si: 0TOOpaK€HHE IpaB JOCTyIa, KOHTEKCTHYIO
KJIacCU(UKAIUS JaHHBIX, ayJUT NEHCTBUN MOJIH30BATENIEH, OTYETHOCTh U OIIOBEIIEHHE B
peaIbHOM BpEMEHH, IMOBEJIEHYECKHH aHallu3 IOJIb30BAaTENIE M BBIABICHHE AaHOMAJIHA
HCTIOJIb30BAHHUS JIAHHBIX;

e BO3MOXHOCTP MOJIETHUPOBAHHS M M3MEHEHHs IIpaB JOCTyNla HEIOCPEICTBEHHO U3
uHTepdeiica CUCTEMBI;

e IIpocToTa aJMHUHHCTPHPOBAHHS, MIMPOKHHA ACCOPTHMEHT THIIOB COOMpPAEMBIX COOBITHH,
BO3MOXKHOCTh KOMOWHHPOBAHHOT'O aHaJlM3a BCEX IOTOKOB METAJaHHBIX (IIpaBa, JIOTH,
KOHTEHT);

e OrtcyTcTBHE JONOJHHUTETBHOW HArpy3kKd Ha KOHTPOJHMPYEMBIE pECYPCBI, TaK KaK HX
IITAaTHBIA QYHKIIHOHAT ayUTa HE UCTIOIb3YyEeTC S

e OtcyTcTBHE HEOOXOAMMOCTH B aBTOMAaTHYECKOM OOHOBJIEHHH IPOrPaMMHOIO 00€CIeYeHus
(BO3MOXKHO BPYUYHYIO TIOJ] KOHTPOJIEM CHCTEMHOTO aJMUHHCTpATOpa), He TpeOyeTcs BBIXO.
3a MpeJesibl IEpUMETpa OpraHu3aluH Uit HOPMAJIBHOTO (yHKITHOHMPOBAHHUS;

e Uuterpamus ¢ ApyrdMH cucTeMaMd HH(oOpManuoHHOU Oe3zomacHOCTH, TakuMH Kak DLP,
IDM, SIEM u nap.;

e Hu3zkas Tpy10eMKOCTh  BpEMEHHBIE 3aTPaThl, CBSI3aHHBIX C IOJyYEHHEM MaTpPHUIBI JOCTYIIA
COTPYAHUKOB K HH(POPMAIUH, a TAKXKE [IPU MPOBEACHHH CITy>KEOHBIX pacciel0BaHHM;

e Ilommepxka pojieBOH MOAENH C [EIETMPOBAHMEM pA3IMYHBIX IIOJTHOMOYHH IIpH
9KCIUTyaTaI[HH CHCTEMBI.
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